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Small and midsize businesses constitute  
62% of all known cyberattacks.

In addition to more network-connected devices, the growing threat 
includes IoT devices, which are creating more security vulnerabilities. 

Your

Achieving compliance is the most important  
first step to achieving security.

to developing a security practice 
for the new landscape.

10-point plan
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The following 10-point plan provides a framework for developing  
an enterprise-class security practice for the new landscape. 

Get executive commitment.
Define your customers’ executive-level sponsors and if possible, get them to name a C-level 
executive as a Chief Compliance Officer. This will simplify decision-making and eliminate 
discussions about security spending. 

Identify compliance requirements.
These may include required federal and state compliance regulations like HIPAA and 
Sarbanes-Oxley and contractual obligations like the Payment Card Industry Data Security 
Standard (PCI DSS).

Conduct a threat analysis.
Conduct an up-to-date threat analysis to identify the advanced threat actors in your 
industry, as well as new malware variants and threat vectors.

Estimate potential consequences of a data loss.
Include the costs of losing data for an hour, a day or a week, if a breach occurs. Factor 
in a loss of business reputation, and attach financial data against those consequences to 
calculate possible future losses. 

Define the IT security vulnerabilities.
Conduct network and wireless penetration and social engineering testing assessments.

Perform a gap analysis.
This will reveal the difference between your customers’ obligations to protect their data 
and where their IT security is today and assists in accurately helping to identify appropriate 
security countermeasures.

Create an IT security vulnerability mitigation plan.
Based on the vulnerabilities revealed in the gap analysis, this plan may include refining your 
customers’ policies and procedures, beefing up email protection, enhancing DDOS and 
website protection, establishing perimeter protection, IPS and IDS analysis and intervention, 
and and establishing or improving a data loss protection program. 

Implement the plan.
Account for minimum downtime, incremental implementation and testing after each 
implementation to ensure there are no incompatibilities or unintended consequences.

Perform training and testing.
Train your end users’ IT staffs and users, including how to avoid phishing emails and 
clicking unfamiliar URLs, as well as reporting anything suspicious. 

Schedule a periodic review.
Review changes to data usage, emerging threats, changes in vulnerabilities and gap 
analysis, if needed. The review should be conducted annually or with with any substantial 
change in data utilization.


